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A surveillance state is a country where the government engages in pervasive surveillance of large
numbers of its citizens and visitors. Such widespread surveillance is usually justified as being
necessary for national security, such as to prevent crime or acts of terrorism, but may also be used
to stifle criticism of and opposition to the government.

Examples of early surveillance states include the former Soviet Union and the former East
Germany, which had a large network of informers and an advanced technology base in computing
and spy-camera technology.[172] However, these states did not have today's technologies for
mass surveillance, such as the use of databases and pattern recognition software to cross-correlate
information obtained by wire tapping, including speech recognition and telecommunications traffic
analysis, monitoring of financial transactions, automatic number plate recognition, the tracking of
the position of mobile telephones, and facial recognition systems and the like which recognize
people by their appearance, gait, DNA profiling, etc.

An electronic police state is a state in which the government aggressively uses electronic
technologies to record, collect, store, organize, analyze, search, and distribute information about
its citizens. The first use of the term "electronic police state" was likely in a posting by Jim
Davis.[174] Electronic police states also engage in mass government surveillance of landline and
cellular telephone traffic, mail, email, web surfing, Internet searches, radio, and other forms of
electronic communication as well as widespread use of video surveillance. The information is
usually collected in secret.
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