3 Multl Factor Authentication

The best way to protect your Bookstack instance is to force multi factor authentication for all of
your users. In this way each new user that signs up needs to have an Authenticator app to be able
to create an account. This is a huge security feature, where not even the admin of the Bookstack
instance has the capacity to impersonate a user. The most amazing thing is that it is just a click of
a button to get this working !

Go to Settings > Roles > Create new Role

In here you can specify the role name TEST and a short description. Straight after that you can hit
the box

Requires Multi-Factor Authentication

e Just hit that box and set the permissions you want new users to have when they enroll for
the first time.

Once that is done you should go back to the registration section. In here you will find the
box with

Default user role after registration

Then choose the role that includes the Multi-Factor Authentication

Now, each time you get a new enroliment the user needs to set up Multi-Factor
authentication by default! Super useful ;)

Revision #2
Created 2026-07-05 21:56:15 UTC by dpasn
Updated 2026-07-24 16:03:03 UTC by dpasn



